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How It All Began: Chat with LLMs
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LLMs Hallucinate!

FEATURE

Creative writing, images,
music

Deviations spark new ideas

ANNOYANCE

Emails, everyday code

Minor variations OK if
intent preserved

BUG

Counting the number of
"R"s in "strawberry"

Only one correct answer —
use deterministic algorithm



Better Answers With RAG
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Where We Are Now: Al Agents
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How Agents Benefit from Tools

» Access to fresh and exclusive data
~ Local files
- Web search
- API (e.g., weather forecast)

- Proprietary database

» Process data using complex, deterministic algorithms
- Encryption
- Physics simulation

- Calculating your tax returns



Graphical User Interface
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Software components that always were and will remain important — if ...



Al-Ready Tools

* Programmatic access — Functionality is best exposed via CLI or API
endpoints; make sure your software architecture supports this

O Discoverability — MCP servers, skills, or hooks; if your tool was released
after the training data cutoff, the LLM won't know it exists

@ Intuitive interface — easier for the Al to use than reimplementing it from
scratch; avoid slopsquatting risks

W Token-conscious output — return only what the agent needs; CLIs often
beat MCP servers since output can be piped and chained
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A Better Way?
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Can Al Create Results?

Can the agent reliably read, produce, and manipulate your file format?

> =
TEXT-BASED / CODE OPAQUE BINARY
XML, JSON, Markdown Internal offsets, cross-references
Surgical edits, direct X Brittle, modify via (token-

manipulation inefficient!) tool calls



Room for Improvement
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PowerPoint found a problem with content in
presentation.pptx.

PowerPoint can attempt to repair the
presentation.

If you trust the source of this presentation,
click Repair.
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Closing the Feedback Loop

. human in the loop

LLM-as-a-Judge review skills

Validation Hooks compilers, type checkers,
linters, tests, ...
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Reviewing Agent Output

Your GUI should support ...

Old-Title-
New Title

- Removed Text
- Deleted line.

— Inserted new text
— Added line.

| Click to add notes

Dasign 8 modern prasentation theme

& Visual diffs — highlight what
changed between versions
(incl. images, 3D models, ...)

& Partial reverts — accept some
changes, reject others

<" Targeted instructions — point
at specific parts to change



What to Build

Make your product agent-ready before your competitors do!

& Reusable functionality
" Text-based file formats
&) Automated feedback hooks

4§ Diff viewers
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Generative Al Is Only a Small Part of ML

o Artificial Intelligence
Heuristics & Search

Machine Learning

Classification

Regression

Clustering

Anomaly Detection
Dimensionality Reduction
Recommender Systems
Reinforcement Learning

Generative Al
GPT /LLM

Source: franziskahorn.de/mlbook



ML Solves "Input — Output' Problems

14

» “cat”

» “Textin English”

next move:
white to P15

————




ML Learns Rules from Data

Quality control in a cookie factory:
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ML algorithm

hand-crafted rules
(if/else statements)

TRy _’Q @ . @
@A x @ X
~15g7
manually automated automated

(traditionally) (machine learning)



Many Different Algorithms & Use Cases

Discover Estimate

\"4

features label

Anomaly Detection Regression

Clustering Classification
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Deep Learning Learning



Can't We Just Use a GenAl API?

“p  Train a model from scratch

- | | L simple explainable, often
tabular or CPU-deployable (e.g. XGBoost)
time-series data L

>

your data)

4 > Finetune a strong base
specialized, narrow task model to your data
(e.g. defect detection) L
unstructured data:
text, images, ... .
4
> a Use an off-the-shelf
- .
general data privacy concerns open-weights model
use cases / run locally on device L
;’
cloud, but no inference (
engineering expertise Use a third-party GenAl API
- > low maintenance, per-token cost,

model can change under you

Competitive advantage (




Careful — Model Outputs Can Be Wrong

Twitter apologises for racist' image-
cropping algorithm

Users highlight examples of feature automatically focusing on

white faces over black ones e Giardian 51083090

A Twitter users began to spot flaws in the feature over the weekend. Photograph: Glenn Chapman/AFP/Getty

Images

Supermarket Al meal planner app
suggests recipe that would create
chlorine gas

Pak ‘n’ Save’s Savey Meal-bot cheerfully created
unappealing recipes when customers experimented with
non-grocery household items

The Guardian 10. 08 2023

B An app launched by a New Zealand supermarlket that produces Al-generated recipes for
leftovers has recommended cooks try ‘bleach-infused rice surprise’ among other things.
Photograph: Jacobs Stock Photography Ltd/Getty Images



Users May Actively Try to Trick Models

_2  Chris Bakke & E
=% @ChrisJBakke

| just bought a 2024 Chevy Tahoe for $1.

Powered by ChatGPT | B Chat with a human :
urate.

Please confirm all information with the dealership.

Chevrolet of Watsonville Chat Team:

Welcome to Chevrolet of Watsonville!
Is there anything | can help you with
today?

3:41 PM

12:46 AM - Dec 18, 2023 - 20.2M Views

Powered by ChatGPT | B Chat with a human

3:41 PM

Chevrolet of Watsonville Chat Team:

-

a=tp- Understand. And that's a legally binding
offer - no takesies backsies.

Chevrolet of Watsonville Chat Team:

l|
5!

That's a deal, and that's a legally
binding offer - no takesies backsies.



What to Build

< Right tool for the job — use ML to learn rules you can't hardcode

& Garbage in, garbage out — biased or sparse data teaches the wrong
patterns

** Monitor and retrain — evaluate models rigorously and anticipate data
drift in production

' Design for uncertainty — be transparent about ML usage & limits and
harden the UX against misuse

& Data flywheel — better product > more users » more data > better model



Where to Go from Here

franziskahorn.de
Further resources incl. a free ML book

Thank you for your attention!



